@)

SUSTAINABLE
DEVELOPMENT

G<:ALS

fic | wm@aEscrs—Em

KAREERE FIRST INTERNATIONAL COMPUTER INC.




ESG

Cloud

Cybersecurity

Digital Twin

[
[
[

Digitization

=KEEFS
Action
x*
Al
x*
Vulnerability
x*
Access Management
x*

I

ﬁ C First International Computer Inc.

Niagara AloT Platform

sl

Goal
Resolution
Tool

Adjustment
AWS

Azure

GCP

On Premise
Scan

Patch
Remove

HW
SW

Devices

PLC
Sensors

Equipment




tl:% H9I-' ml-.l =

n'E

Cendiad Mariioning

- ®ZIOEmM Smart City Solutions
- FRIVREERFE

Appleations lof I. |
Pafents |
B monitor actidty [ I.

Ban,

. BETHS i

- ERER . ZMZ:#:

- BHERE mmEE

- %:l % 'EE, “‘FJ %_ 4-@ HUI-' i

E=$A T sy =
100+ B 2 it [ @ﬁéf@
1,000,000+ ZREZE —
10,000,000+ BEANEERE
18,000+ E?E\EEJ,T.I%IEEW
400+ A HOEMER A R M AC I B

ﬁ C First International Computer Inc.



EEOTHAITHE S HELZS = nau e =] BISEDR 4 ?
R ?

o = i = l . L;; |y, | o 4‘ =

M ERE - EBEN © ™ |-a B AREEH?
RRTEN ?

REREN ?

Cloud over Internet

=
25
=
©
B
|
14
|
- b]

TEEVRE

)
=k
|
|
|
Las

AREBEE

411111 1

PBACRSY UKV Modbus' S5 Mo OBX | EERPC Legacy

E:ﬁ EQ :_Et ~T7 A:l)‘ Eocean  SNMP ZigBee BERR

Shodn By Samb N oy Vembership Register | Login

%sqooaN N -t

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

S “If your Industrial Control System is
connected to the Internet, it has
almost a 100% guarantee of it
being hacked the first day”

— £ Kapershy, Founder, Kapersky L ab

L/ 1

an



|-

FFREE

The Problem The Solution

Ent i i
nterprise ' Dashboard ' Analytics ' Enterprise Systems Dashboard Analytics

| niagara ]
v

v v v v
) -
o

Open ( Edge
Protocols Devices

1
o o o |
ooo = ] ool &% sa EEEE’ .I/"-I\ﬁ“
e Eirs) Gics? llsss — |

BUILDING DATA CENTERS INDUSTRIAL SMART CITIES GOVERNMENT
AUTOMATION

ﬁ C First International Computer Inc.



YA / \ ﬂ 3 /
BTN R R
2= | OBIX
HB ‘ ‘ ‘ SNMP
@ ° NI ‘m . @
LONWORKS ‘ S4BH P si%m:égg - ‘ énocean
0 e -

A\ i

——

==
Fora o

= ccreLon ‘ \ L2 HAFER
e T ﬁmﬁ”_r{tﬁ% RS MR ERBMATE

BEEURE - HE - &E
CREREN BB ROIRMF
EREIEERE

—
Maodbus

B %
HEa #Hra

@ S
ZigBee
SRR F'ﬁ:*—é‘

ﬁ C First International Computer Inc.



AGREEZEEIEE

L awm kW h & BRE ke Wi % PRE % GHUNBRNR hr
29,142.20 d 498.12 70.08 1797 55 Milkwh/howr 2.70
14,154,514.99 (30 131.45 79.96 BAw oL 3.10

= =E G mosEm

22

Ris2E
B mEEpE
o
E.‘
=B
EEm 2

0 B kG
14,833.39
7,204,648.15

FRnESE

10.396

BAE=ESE kwp
1,059.800
1,846,600
1,657,670
409,500
560.010
B77.470

906.150

F\g

an



3 = A — .
\Btg_ 2k R R ‘ m gw [~ _,||I & == - = ﬂs 9 Diamond Controls®
. ol Dururhar BESE 4B EEZE FEeel #Ez4 OBsE B4EE BEEE  BRee T EBRASREETS

= :12.34 kw
: 13.3_5_1- kw



# R A

LA

FEERM
HEEHRA:
R EHA :
A ]
OBy
L

TRFEXEBAMBERREHRIT

HREEACEYEERG S
BE o2
&4

WAk

PHERF 9L 1H0B~19£12 4318
P HEEMOK 6 AE

ABERRE R LA KHE T X R
PERE 109 F 12 A

(RMENELEE - AFHARRER - RRERRMER)

HEEFREFS,RARANNUREHLE L X2 AKREEAE
FEAAMAmEERAGLE R RLYEERAREEE - HELH
FIE R ESS R RTE BB A KT EATNAAELEE
Mo LAERNARIB(ES 6K ~ BN 3 E) - #Fhad Rdo & 2-7 A

T e
F 2-TENNEF R _BEFHEETS
gk TELRE FHEF
1 |IOTAS "T#H & A EEHIL 454 HHAEEE A4
2 |Asus THEEERH HEHERAZS
3 |Intel "EEELS REFETS
HEAFMMEE RS T B R
4 AREREL HBERESETS
BT A A TIWA %
WA 3 Fo
S | senssgmes, WARRE ST
BALB B R A R 5] TSR 8 .
6 R B A RELHERRAHETTLAH
: : r P
. l\;lmdSphere Navigator " @& F]F 23] & BTG E S
o |
Encompass Blue (Blue ToT 2:3]) 4 -
8 R PR R RS ET S
g 4.7 Tridium %> 5 " Niagara Niagara Framework #5484 % .9
Framework ZHTNEKES

(AHRRAEEZAG S BEE D &)

ﬁ C First International Computer Inc.



ﬁc {a} ] (] e [== A =] A i =N ©  Diamond Controls®

BE E EREE EeEn wEEE I EeEE EEEE [ = o HEABERTS

882 00 é’f;;ﬁ A EEBA 2023/03/06173327 X
Lf

o EE; 5.42 l;;|;$ |  EEHESE : 2bclecda

SHHESE kWH BRI kW q,) B =z=g.955
=— EEHEHI : ME_M10_AlarmClass

HESE IFETH
A / < BRASEEGE (kwh) &8 / _FERAEHE (kwh) NS - THRELER

A BEEEH 2023/03/06 173611 %

EEIEEE - 917b2027
HEEH - 255
EE£$E7 : ME_M10_AlarmClass
HESE  1F4ETH
l EEME -
| H II I Nl .

HEEKE THER

o == 2 [ E5 4 ] %123 [ CET 24

T B 4 ) s 43

] B 14 [ 5 10



i
TN
t

UIE

1nt () e = Ay

BE 2 - EREE EDEE BeEE BEEE

EEER

Do

ESEEE

BTrEE

=)

B

Diamond Controls®
BEAigEEEs




R iR BRI

ﬁ C First International Computer Inc.

RE{E + &£ + BE1E

/II

11
2HIED

N

=L




e pa0 - GIEDCVEEEYED

!

!

C

h E£

!

A5

N\ O

!

TR

5 Rz BB B 1 AR T P RS BERT
T G GECED G e

I

BIM 5 T &l J&E

BIM B2
T HEE BUi%/H i
® CCTVH#R

>
=
S

20
Cihod

MFO230

JACES8000

=

EY TR Fu AR

ESNMP

Dceooo

D

TR AR

openADR

""

F\g

an



— EAR --- BOE

Diamond Controls™

BEEEIEZ 47 L2 ATE

--——————
EEAIEEE R4 (IBMS) BEREIE .45 (EMS)
A0l =--, I Solar Panel [ .
: . KISHERE
AD2 =--a — ,
= D = e o kwWh s— B (KWh/IT) 232 (kWh) KWh/m
AD3 ---t ¥ l ' a% 600 600
P £ : 500 —ts 500
EEESE Y - . 400 400
t L 300 300
E E . 200 200
B CEE T BEREME : 100 100
- - [}
e T o e A o A s e : 0 0
""""""""""""""""" 05 06 07 08 09 10 11 12 13 14 15 16 17 18
L |
BIREEREE BMEE OpenADR EEIRERE E=EIE
e _ 1200 OpenADR OpenADR
)ﬁﬁ(afn @E(T(I\?:vl)ﬂz EEE . 28°C SRR : 49%RH #WiTH 3/5 8:00 ~ 16:00 PEFE 150 Kw 1000 =R Hshan < <
|HA0L: SF 87 O SoC(%)  SoH(%) MATH 3/5 8:00 ~ 16:00 P 300 Kw 800
600
01 7E 30 98 s 0 :
EH#A02: 15 F 12.5 5.0 i REAT 3/6 3:00 ~ 8:00 FEFE 250 Kw 59
02 75=E 80 100 o
3R 3/10 10:00 ~ 14:00 BE 200 Kw
03 = Wl 92 99 0
L _J |_ J |_ J |_ o7 (0}:] 09 10 il 12 13 14 15 16 17 _,




UFRRE

TERAET SRR - BRM - BEE SCEABIMXKEHE - K=

IBMS - Intelligent Building Management System

% 1

BIM 12 T & i} AloT E =YD HH4E

BIM A% i — BRAR s == RIR FLYS
Ik T 4% E/H EY3 E D el
=] HEK #K KA Hith
E EX ES =3 E
I .




(L]
Lo
Wi
It
[
(HitH
3
i}
e

BET 4 - 815K

EXAR
ﬂ’%ﬁ & 565000+ EEEREE
2R GBS AREEEIEH - BUSE T
/J!%i”‘:fi/%,ﬁ
EPSJW ZEIFE

UThwh e

ﬁ C First International Computer Inc.



7% B %2 & Gl AR 15 58 TP Oy

RIBEALA

P2 A 3
%ﬁlﬁz{ I:

HE

o KIRBURE - RRIAIERD L
- RAIFEEBEEH - ARG RERS
BEEFEAM - BAEIRM

ﬁ C First International Computer Inc.



!
)

RORMR- REHREME (BEER LX)

2022 B 5 il 7 B8 Hék HE%-HEM\;E«*AWP 29 ECE R155/156 FR&f

\ ISO/SAE 21434

BEZE
&E%

-~
&R N
UNECE WP.29

UN Regulation for vehicle type ISO SAE International and ISO
approval and cybersecurity Standard for automotive

management systems
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UNECE WP.29 TF-CS/OTA

cybersecurity engineering

Publication of UNECE WP.29 TF-CS/OTA

requirements mandatory for

requirements mandatory for
type approval legacy

final 1SO
type approval new vehicles

21434

BRIZEREFE
1. BHA& ; 258l Nissan, 2 ACybellum & (T #t, MfLtEA)
2.8 RIERIENS T - 2020 NTHER (BREZ2ER) WHREMA T —BEXIERE - WEF _TEFEIMZER. JMNEEEERED D

GIGA (Gwanagju Institute of Green-Car Advancement)®Z ACybellum
3. R W (RBLERER) B 2022F7BEREMBMEI ST BN - Wi 2024F 7B MBMEENERRSE . Fauricia®& ACybellum

4. PEIAERMIHTFE L CATARC B ACybellum
GIGA S22 Khancamen C/D cyBELLUM

ﬁ C First International Computer Inc. _




1
iy
Wl
mj

BEIT/OTEZREZAVFES

: 4 N A
! ‘;’ Product
& Security Management Center >
m
\ | J
4 . I
g l\ Product
E= Cyber-Compliance >
] |
- S
S @ | I I
= ( ™
0 ° Preduct A Product é Product
Q2 Vulnerability | Incident 5 Software >
= Management Response Licensing
) | | | -
5 4 = N
o = Product
i SBOM Management >
I
| \_ J
TARA PLM SBOM Tools CI/CD Ticketing Systems Threat Sources Software Updates

ﬁ C First International Computer Inc.



-

tl)

& A B 5 B 151
FER R E R AR R

i
k=111
SHH:
e
o
v

FFAIRAY -
Binary code

ZHERITIRRAS

((Z)EFH i i) A A (4) &R \

(CVE Analysis) (Compliance Analysis)

Operating System

N\

o110 - =
% (o @

()X EHEREE

e e
nalysis =

Cybellum Cyber digital Public & private Unknown coding Regulation, Standards, =B S
twins feeds, Dark Web weaknesses Custom policies

ﬁ C First International Computer Inc.



{EolE{&H#EBEEZ Cybersecurity

EAENEWITIE AIVIER A2 1E 6| SR EBE S 0] 8%, o3k Hf 8 &3
[Cl140&E & Jeep Cherokee, BRI EEER- VEHED
Harman ZEBEERR, HCybellum REIERB A S |,
OTA, BEIEIEE LI MW AHRE e mae

@ ;
]
i 1
T

CYBER ATTACK IN CONNECTED VEHICLES

What happened?

Researchers hacked a 2015 xxx model

Manipulation of ECU-firmware

Control of vehicle functionality

Decode WPA2 CAN BUS — Brake ECU

Forward CAN Frame
Send C Frame

VI, Control
Radio

Control Brake
3 ECU

Control V850

Remote tam;'g Firmware an

Crack V850

d flashing

6667 DBus
Service
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1._XXX recalled 1.4m vehicles as a result
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As pressure continued to grow from requlators and customers to meet these new standards, Cybellum
worked with ARTC, along with a local partner FIC (First International Computer), to implement an
ADAS POC in just two weeks. After POC that been proved it's great helpful for ARTC, so ARTC starts to

work with Cybellum and FIC to provide Taiwanese automotive companies the cybersecurity test
services.

New levels of productivity was possible by recognizing:
Immediate access to product status

Effortless Customer Reporting
Better visibility /
Better visibility Greater control over supply chain security e i EED s EmImREY
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SBOM, Cryptography, licenses, Interfaces.
Detection of related vulnerabilities (CVEs)
Detection of open-source licenses.
Detection of unknown weakness (CWE) based on static and dynamic engines.
Including support for setup & On-site Training
Security policies compliance:
« MISRA C & CERT C (based on binary code scan)
« 1SO 21434

« WP29 & ANNEX 5B
GDPR, Backdoor Analysis, Auto ISAC
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